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Executive Summary — Microsoft

= Demand for digital skills will grow in Israel. This will be across departments and areas. Most of the IT
Services providers and channel partners have improved their DX portfolio in order to being able to support
ongoing DX journey.

= There is growing difficulty in recruitment of digital skills, especially around the new technologies such as
Al, blockchain, RPA, and AR/VR cannot have people with much experience.

= Cloud, Analytics, Mobility and Security are the current skills shortage areas in Israel.

= QOrganizations find hiring experienced workforce from other organization within the same industry as an
extremely effective approach. Balancing technology expertise and industry experience is behind the
shortage of skills.

= Improved digital skills are equated with better business performance and ultimately attaining greater
customer experience.

= There is a strong focus on re-tooling efforts of existing staff. Industry & professional bodies are major
driver of digital skills development. The technology sector in Israel fuels much of the activity in this regard.
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Profile =. Micros

Organization Size Verticals
Resource industries, oil & gas, energy, utilities 7%
Manufacturing 11%
Trade (wholesale and retail) 11%
Transportation/Storage/Logistics 7%
62%
Hospitality, accommodation, catering 10%
Banking, insurance, other financial services 10%
Professional/Business services 8%
Media and communications 8%
W 100 - 249 employees
Education 7%
250 employees or more Healthcare 10%

Government

Agriculture

Base (Israel): 71
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State of Digital Transformation B MICI'OS

= With some 87% of the organizations already embarking on the digital transformation (DX) journey, it is definitely on the table of most customer facing
verticals in Israel, both private and public. ~—

= Many of the IT Services providers and other channel partners have improved their DX portfolio increasingly able to assist both users and vendors in their DX
journey. This fuels demand as users increasingly understand the impact of DX on their industries.

= DX strategy is an ongoing effort with trial and error evolution cycles. Islands of businesses that remain obstinately non-digital will center on small sized
businesses in trade and manufacturing verticals.

B Company-wide DX strategy in place; good progress in
implementing it

O Company-wide DX strategy in place, but at an early stage of

implementing it
35% 11% 6% 13%

O Do not have a company-wide DX strategy, but have several DX
initiatives at the department level (functions)

O DX not a high priority for us, but have had some limited DX
initiatives

[ Digitization is not relevant for us, and have not conducted any
DX initiatives

Base (Israel): 71
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THE Q1. What is the current state of digital transformation (DX) in your organizations?
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Technologies/Solutions Deployed O MlCl'OS

= Cloud (76%) is the most mature, dynamic and accessible DX field. Public cloud initiatives are not always part of a comprehensive DX strategy, but many
organizations are gaining experience in a growing number of workloads on cloud.

= Collaboration (61%), Analytics and Mobility (58% in both) have been major initiatives (especially at enterprise level). Cloud platform has made these initiatives
relevant for smaller organizations

= Demand for the more advanced DX technologies depends on easily identifiable business use cases and service partner knowhow. Current reality in Israel is
that both these areas need to evolve to fuel demand.

Cloud 76%
Collaboration apps (e.g., SharePoint) 61%
Big data analytics/Data science 58%
Mobility technology 58%
Internally developed apps 58%

Social networks for business purposes

Internet-of-Things (10T) technologies

Artificial intelligence (Al)/Machine learning technologies 31%
Robotic process automation (RPA) 29%
Blockchain 19%
Augmented/Virtual reality (AR/VR) tools 18%
3D printing 15%

Base (Organizations that have DX initiatives in place): 62
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THE Q2. Which of the following solutions/technologies is your company currently deployed/using?
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Demand for Positions in Near Future

BT Microsoft

= Respondents from all verticals indicated that digital skills are key to most KPIs and consequently, demand for these skills will grow as opposed to non-digital
positions which will decrease (possibly as a result of automation or business shift)
= Trying to balance industry specific skills and digital skills will remain a challenge with respondents reporting that demand for positions requiring extensive or

deep technology skills will grow the most.

= Growth of demand for digitally skilled employees reflects a clear understanding of the overall DX shift in Israel. Translating this perception into management

decisions requires that senior executives recognize the business impact of these skills

M (5) Significant increase [ (4) Slight increase [(3) No change [@(2) Slight decrease M (1) Significant decrease Mean Scores

Positions that do not require any digital
o yeie 20% 32% 16% 18% 2.96
or IT skills
Positions that require basic digital skills _ 30% 30% 4% - 3.65
Positions that require extensive use of
digital systems and applications for _ 30% 29% 6% - 3.94
work
Positions that required deep technolo
aur P 8y 37% 24% 39 3.90
skills
Base (Israel): 71
—— IDC FhEwEE Q3. Do you expect your company to witness an increase or a decrease in demand for the following position types in the coming 2 or 3 years? Please use a 5-point scale on which 1 = a significant _
—— FUTURE decrease and 5 = a significant increase.
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Difficulties and Growing Departmental Challenges B Mlcros

= Qver half of the participants indicated some difficulty in recruitment of staff with digital skills. Challenges emerge not only from supply shortages, but also
from existing staff management and transformation (what to do with staff not skilled for the DX challenge). ~—~

= In those organizations already in the DX journey, it quickly becomes clear that demand for digital skills comes from all departments, where especially finance
(39%), IT (38%), and marketing (35%) emerges as the top three line of businesses (LoBs) which indicated their challenges due to the lack of digital expertise.

= CEOs and other corporate leaders are the engine fueling DX. Some of the difficulties in getting the right skills reflect the scale of management DX commitment

Whether Facing Difficulty in Challenges Faced in Departments
Recruiting Staff with Digital Skills Due to Lack of Digital Skills
Finance 39%
IT 38%
48% 52% Marketing 35%
facing
27% difficulty Human resources 35%
_,_——"'—— Sales 32%
1 o,
B Yes, across the company Operations 32%
Yes, in some business areas Others 13%
No, not finding it difficult
None 30%

Base (Israel): 71

I

ANALYZE
THE

THE Q4. Is your company facing any difficulty in recruiting staff with digital skills?

Q5. Is your company facing any growing challenges as a result of a lack of digital skills among employees in the following departments?
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Currently Lacking and Future Skills Needed

B® Microsoft

Highly technical areas remain the bulk of the challenge. Participants in Israel reported that Cloud (56%), Analytics (49%), Mobility (46%) and Security (46%) are
the current skills shortage areas, namely because those areas are driving much of the DX effort.

—

Participants report that mature fields such as application development, networking and collaborative apps reflect a relative balance between demand and

supply of skilled staff.

New fields such as robotics, Al, Blockchain, AR/VR and 3D printing are currently either not relevant, or that respondents do not yet see clear business value
resulting from them. Consequently, there are less recruitment issues with them. Key skills that are currently lacking, will continue to be in demand in future.

Currently Needed Lacking Skills

Cloud computing

Big data analytics/Data science
Mobile technologies

IT services management
Security-related and data protection
Artificial intelligence/Machine learning
Traditional application development
Networking skills

Internet of Things

Collaborative applications

Robotic process automation
Augmented/Virtual reality

3D printing

Blockchain

Base (Israel): 71

49%

56%

Skills Likely to be Needed in Near Future

Cloud computing

Mobile technologies

Big data analytics/Data science
Security-related and data protection
IT services management

Artificial intelligence/Machine learning
Internet of Things

Traditional application development
Networking skills

Collaborative applications

Robotic process automation
Augmented/Virtual reality

3D printing

Blockchain

| 68%

| 59%

| 59%

| 58%

| 55%

| 49%

| 44%

| 41%

| 41%

| 37%

| 32%

| 32%

24%
18%
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Q6. In which of the following areas is your company currently in need of, but lacking, the necessary talent/skills?
Q7. And in which of the following areas will your company likely need (more) talent/skills over the next two years?




B® Microsoft

= With skills sources coming from the military, high-tech sector and other organizations, the more mature fields such as collaborative apps, traditional apps

Ease of Acquiring Digital Skills

development, and networking skills experience a relative ease of getting the right people. The more senior and experienced the position, the higher the cost, ~—
but these skills are by and large available in Israel.
= This is not the case with more novel fields where it is less a question of cost and more of lack of right people in general (although as these skills become more
available, the transition period makes for very high employment costs).
= Although it is already clear from what respondents report, the real shortage of newer digital skills (AR/VR, RPA, Al, Blockchain etc.) is much higher as many of
the respondents do not yet fully understand business use cases and consequently less involved in associated recruitment efforts.
H (5) Extremelyeasy [@O(4) O(3)Neutral ©@(2) ™ (1)Extremely difficult Mean Scores
Collaborative applications _ 25% | 38% | 15% B 3.40
Networking skills [[N2200N 28% | 24% | 19% [ 3.40
Mobile technologies _ 24% | 33% | 20% - 3.38
Traditional application development _ 33% | 29% | 15% B 334
Security-related tasks and data protection _ 18% | 27% | 23% - 3.32
IT services management _ 28% | 36% | 15% B 3.30
Internet of Things _ 23% | 28% | 28% KRS
Cloud computing  [[NIS0N 27% | 25% | 18% I 3.21
Big data analytics/Data science _ 23% | 32% | 25% B 312
3D printing [NNMAGNNN 12% | 39% | 21% I 2.1
Blockchain [JNI0%M__ 16% | 34% | 32% N 2.88
Cognitive and artificial intelligence _ 15% | 21% | 37% B 2.87
Robotic process automation - 19% | 31% | 26% B 2.81
Augmented/Virtual reality _ 16% | 27% | 30% B 2.75
Base (Israel): 71
% IDC FhEwEE Q8. Based on your experience, and regardless of whether your company requires these skills or not, how easy or difficult do you think it will be for companies to acquire (by recruiting or training n
S FUTURE existing staff) these skills over the next 2 or 3 years? Please use a 5-point scale on which 1 = extremely difficult and 5 = extremely easy.
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Challenges in Acquiring Digital Skills B MleOS

= One of the big challenges of technology transitions is that by definition, new technologies cannot have people with much experience. Add to that the need to merge
business/industry specific skills and technology skills and the challenge looms large (stated by 48% of the respondents). ~—

= Anincreasing number of decision makers understand that experience and business/technology skills are critical in the short term, employees will need to deal with
rapidly changing business and technology reality. So soft skills are also becoming a substantial part of the challenge, as highlighted by 41% of the respondents.

= New tech skills and their cost are also a major part of the skills shortage particularly in some of the more advanced areas. Employee retention does not seem to
concern respondents at this point, despite the fact that recruiting employees from other businesses is considered a more effective strategy

Finding the right level of experience 48%

Finding the right mix of business and technology skills 48%

Finding people with both technology and soft skills

Attracting talents who are highly adaptable, open minded,
and able to learn

Finding the right level of education

Finding the right skills related to new and emerging
technologies

Skills available but too expensive

Retaining skilled employees once onboard

Base (Israel): 71
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Effective Approaches to Acquire Digital Skills [ Mlcros

= QOrganizations do not see themselves as the locus of technology training and much prefer to enjoy the fruits of those trained elsewhere. This holds for new
recruits, but retooling existing staff is considered by respondents as a relatively effective approach. ~—

= This was rightly highlighted by 44% of the organizations that hiring experienced workforce from other organization within the same industry is extremely
effective approach. Recruiting from the same industry (competitors) is by far the most effective recruitment strategy as higher costs are mitigated by industry
and technology expertise

= |n general, respondents in Israel opt for experience as a major determinant of recruitment effectiveness.

B (5) Extremely effective  [(4) [O(3) Neither @(2) m(1) Not at all effective Mean Scores

35% 27% 7% - 3.45

32% 15% 6% - 4.08
28% 27% 13% - 3.52
36% 24% 10% - 3.75
35% 27% 10% - 3.70

Hiring fresh IT graduates from
universities/higher education

Hiring other fresh graduates (non-IT) from
universities/ higher education and
providing them with digital skills training

Hiring experienced people from other
organizations within our industry

Hiring experienced people from other
industries

Retraining/Upskilling existing staff

Hiring external experienced contractors
from third parties

Base (Israel): 71
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Q10. To what extent do you think the following approaches are effective or ineffective in acquiring employees with digital skills? Please use a 5-point scale on which 1 = a not effective at all 1
and 5 = extremely effective.
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Effective Approaches to Acquire Digital Skills B Mlcros

= Two thirds of respondents stated that they have retooling programs for employees. Given the high technology/business change rate, this is becoming
increasingly necessary.

p —

Most of the retooling efforts are focused on either function-specific (80%) or technology-specific areas (76%) rather than a more profound wider scope effort.
= QOrganizations also need to evaluate the cost effectiveness of such retooling and the capability of staff to succeed in these efforts

Organizations that Have Methods of Retraining/Reskilling
Retraining/Reskilling Programs Existing Employees

Provide function-specific training to

|

[v)
department staff 80%
Train existing IT staff in new
i 76%
technologies

Develop cross-functional skills by
providing IT staff with function-
specific training

AP r— e

59%

Develop cross-functional skills by
training staff from other functions
in new technologies
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57%

Base (Israel): 71

Other measures 4%
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Base (Companies that have retraining/reskilling programs): 46
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iy Q11. Does your organization have any retraining or reskilling programs to help align lesser-skilled employees with the demands of digital transformation in this evolving digital age? n

IDC

Q12. How does your organization retrain/reskill your existing employees?
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Perceived Effect of Digital Transformation on Headcount B Mlcros

Those in initial stages of DX or not started have a speculative view of overall impact on headcount that reflects the superimposition of digitalization and
automation. To others (almost 44% of the respondents), it is clear that as the DX journey progresses, more novel job roles will be created.

Again, the question of senior management involvement in DX will need to be addressed as managers impressed by DX benefits will balk at increased
headcount and cost implications.

—

Indeed even in those organizations where DX is on its way, headcount will see net growth despite the fact that certain position and skills will become

redundant.
i . More jobs will \
i; The overall net

impact will be be cancelled Net

neutral than created

decreasein
29% 27%

headcount

More jobs will be
created than

cancelled
44% I k

Net increase
Base (Israel): 71 in headcount
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‘fﬁ?:;f Q13. In your opinion, what impact will digital transformation have on headcount in your company in the near future?
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Benefits From Improved Digital Skills a MleOS

= Some 80% of total respondents overall equate improved digital skills with better business performance. This seems to be an article of faith in the digital age,
but realizing the potential requires the right deployment and management leadership. ~—~

» [Interestingly, respondents in Israel placed improved customer experience (80%) as top benefit recognizing the shift of customer relations/journey to the digital
realm.

= Retention of skills (63%) and better decision quality (61%) were not deemed a primary result of improved digitals skills as these are considered an overall
management accomplishment.

Improved customer experience 80%

Greater effectiveness of operational and business
processes

80% B e 7. —

Revenue growth
More profitability
Increased competitiveness
An improved reputation
New business opportunities
Higher retention level of skilled employees

Significant contribution to decision-making processes

Base (Israel): 71
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Organizations That Can Support with Digital Skills = Mlcros

= Respondentsin Israel do not see public sector initiatives as overly effective in the effort to improve digital skills which is at the bottom with only 42%
respondents opting for this, despite the fact that both government and international bodies are active in this field. ~—

= InIsrael, Industry & professional bodies (72%) include also the military which is a major driver of digital skills development. The technology sector in Israel
fuels much of the activity in this regard.

= Academia and other education systems (both public and private) are also considered as a major driver of digital skills development. There are ongoing
concerns as to the finetuning of educational efforts to match industry requirements.

Industry and professional associations 72%
Academia and the education system as a whole 68%
vl
Individual educational institutions 66%

) 1/ //’

/ /‘ f”ll/'l 1 f

. . Ll
Education programs supported by funding from the EU, coor [
UN, other international organizations y por

National policy makers

Government ministries

Base (Israel): 71
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